Auditing Employee
Access to CU*BASE
Tools

Understanding CU*BASE Employee
Activity Tracking Features &
Data Center Employee Security

INTRODUCTION

This booklet describes special features your credit union can use to monitor
and audit access to your files and activity on member data by your credit
union employees, as well as activity initiated by a member of the client
support teams from CU*Answers, CU*NorthWest, CU*South, etc., referred to
as your “data center” employees.
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OVERVIEW OF AVAILABLE TOOLS

See
Tools Introduced In This Book Tool & Location Uses page
Tracking Which Employees Access Audit Use this to watch for patterns of 9
Which CU*BASE Features Insider/Employee employees attempting to access
= What CU*BASE menu commands are Activity on the commands to which they are not
being accessed by CU employees and Auditing Functions authorized, or surfing accounts in Inquiry
data center staff? (MNAUDT) menu or Phone Op.
» What accounts are people viewing via Useful in conjunction with other forensic
Member Inquiry or Phone Operator? research to detect patterns on accidental,
= What accounts are being accessed via unauthorized, or suspicious activity
teller posting? g uncovered during other routine audits.
Tracking Activity on Employee Insider Audit/Due Use this to track all activity on 11
Accounts Diligence Rpt on memberships flagged with an insider
= What activity is being performed on the Agditing code, performed either by a CU employee
“special” memberships like employee Functions or Data Center staff.
and board member accounts? (MNAUDT) menu CU*TIP: Insider codes can be
= Are any employee accounts showing used' to flag any accounts
signs of potential fraudulent activity or requiring special monitoring. If
other areas of concern? you have members who happen to
. . . be data center employees, you will
= Who is performing transactions on . . .
h db b h receive an annual notification of
afcognts owr}[e Y rrllem e;s who are these names by your data center.
also data center employeess These accounts should be flagged
and monitored the same as
accounts owned by your own
employees and board members.
Tracking Activity Performed by Data Audit Data Ctr Use this to track all activity performed by 12
Center Employees Employee Activity data center employees, on any credit
* What transactions are being posted by | 1 the. Auditing union memberships.
CSRs and other data center staff? Functions
. . . (MNAUDT) menu
= What file maintenance is being
performed on by CSRs and other data
center staff?
= Which CSRs and other data center
employees are accessing member
accounts?
Tracking User IDs That Can Log In to User ID Use this to perform regular audits of the 13
Your Credit Union’s Data Information & User IDs that employees use to log in to
» Are User IDs being deleted promptly History on the CU*BASE. Ensure that there are no User
when employees leave the CU? Auditing Functions IDs sitting idle and unused for an
(MNAUDT) menu extended period, and make sure your
= Are there any User IDs that are not : S s :
) . credit union’s policies regarding who can
being used regularly? Are login . f
: . log in to your data are being followed.
passwords being changed periodically?
Tracking Which Data Center MNOP17 #18 Our self-processing partners should use 14

Employees Signed On
(for self-processing credit unions only)

= What data center employees have been
logging in to my system?

Remote Access
Tracking Query
(OPER 17 > 18)

this to track data center staff who need to
log in for any reason.

Useful in conjunction with other forensic
research to detect patterns on accidental,
unauthorized, or suspicious activity
uncovered during other routine audits.
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OTHER AUDITING TOOLS YOU SHoULD UseE

¢ Credit union security officers should also be familiar with the set of
Employee Security Reports available on the Auditing Functions menu
(MNAUDT). These reports help you verify that your Employee Security
settings are configured according to your credit union’s policies. The
reports should be reviewed regularly, especially immediately before and
after any software release in which changes are made to CU*BASE menu
commands.

+ In addition to the reports described in this booklet (Pages 11&12), the
Audit File Maintenance feature on the Auditing Functions menu,
MNAUDT, can be helpful if researching changes made to various
configurations and other settings (as well as maintenance performed on
member accounts).

¢+ Watch for possible fraud by watching the Abnormal Activity Monitoring
tool (also available on the Auditing Functions (MNAUDT) menu) for
unusual activity levels in high-risk categories (like EFT traffic), or for
activity by member accounts flagged for special due diligence. Learn
more in the Abnormal Activity Monitoring booklet (available on our
Reference Materials page).

¢+ Monitor entries posted to your general ledger by printing the General
Journal Report, accessed via Print GL History (daily) on the CU*BASE
General Ledger (MNGELE) menu. The report can be set up to display
entries made with the J/E IDs of “WE” and “CU” used by CU*Answers
and “XT” used by Xtend SRS.

+ Keep an eye on how your products and services are set up in CU*BASE
via the options on the Management Review of Key Configurations
(MNMGMC) menu.

+ For more details on policies to which our client support teams must

adhere when working with your data, please refer to the Security section
of the Special Interest Docs page of our website:

http:/ /www.cuanswers.com/resources/doc/special-interest-publications/

USER IDs vs. EMPLOYEE IDs

Remember that User IDs are used to log in to CU*BASE, whereas Employee
IDs are the 2-digit ID used to access various menu commands after logging in.

For online credit unions, User IDs can be added or deleted only by an
authorized data center employee after proper paperwork has been submitted
by a credit union security administrator. Self-processing credit unions
control the User IDs for their own system. If data center staff need to
remotely access the credit union’s system, such as to install software
upgrades or assist with a problem, a designated user profile will be used (see
Pages 8 and 14 for more details on auditing this access).

Employee IDs are controlled by your credit union’s internal security
administrator using the CU*BASE Employee Security feature on the
Management Processing/Active Beta Tests (MNMGMT) menu.
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UNDERSTANDING DATA CENTER
EMPLOYEE SECURITY

OVERVIEW

In order for us to assist our clients with day-to-day CU*BASE support issues
and perform various daily and monthly processing tasks on their behalf,
special employee IDs have been set up in all credit union libraries and are
used by all data center employees.

In the past there were primarily two IDs used by all data center staff: 89
used by Client Service and other support personnel, and OP used by
Operations staff when performing daily/monthly processing tasks. Starting
in November, 2004, a new system was introduced that allows us to separate
data center staff from credit union employees, and give each individual
employee his or her own ID to use when performing tasks on credit union
data in CU*BASE. This change had several obvious benefits:

+ When someone leaves the data center’s employ, it is not necessary to
change a password manually on every credit union library; that
individual employee’s ID is simply suspended.

+ Any activity performed by a data center employee on credit union files is
logged using that individual person’s ID, not a generic one used by
others.

As always, file maintenance or member transactions are
performed only upon written request by an authorized
credit union employee. Refer to the separate CU*BASE
Client Support Security Policy for details.

The “Alias” Solution

This system gives each online credit union complete control over what data
center staff is allowed to do on their files, without adding additional
maintenance chores for the CU or for the data center, and without using up
more credit union employee ID numbers. This was accomplished by the use
of a central, single file that stores IDs for data center employees, and the use
of “alias” IDs on credit union Employee Security master files (such as the
existing ID 89, or 93 for call center employees, etc., as outlined on Page 6).

The alias ID controls what menu commands can be accessed by any data
center employee that is tied to that alias. So if employee 89 can do
something, any data center employee ID that uses 89 as an alias can do it,
too. If 89 is restricted, so are the corresponding data center employees. So
all the CU security officer is responsible for is controlling the credit union’s
settings for 89.

NOTE: Data Center security is handled differently for our Self Processing
clients that have their own IBM i systems. Please refer to Page 8.
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DATA CENTER STAFF ID RULES

Data center staff IDs will be stored in one central location (file name
DCEMPSEC in library CUBASEFILE) and used by all online credit union
libraries, so if a password needs to be changed or an employee
added/deleted, it only has to be done once from any CU. This also
means that if an employee leaves, the ID simply needs to be suspended,;
it is not necessary to access all individual credit union libraries and
change the alias password. (The ID is suspended rather than deleted so
that any previous activity by that employee would still be able to tie out
to that employee’s name.)

Adjusting settings or resetting passwords for data center employee IDs
requires a data center employee ID that has administrator privileges.
(This administrator can adjust data center employee ID settings and
passwords, but the CU is still responsible for the alias ID.) Online credit
union security officers will NOT be able to reset a data center employee
ID password. See Page 16 for additional information.

Data center employee IDs will use separate expiration settings
(regardless of the CU’s normal settings):

= Staff ID passwords will require a minimum of 4 characters
(alphanumeric)

Password expires every 30 days

One warning each day for 7 days prior to expiration

Can’t use the same password used the last 13 times

The ID and password cannot be the same (this is also true for credit
union Employee IDs); if they match, the system will treat like an
expired password

Uy

When an Employee ID password expires (or if the password is reset), the
employee security window will note “password has expired.” The option
Change Employee Password on the Main Menu (MNMAST) will be
available to both CU and data center employees to change an
expired password. As always, an employee must know his or her
password in order to change it.

Each data center employee ID will be tied to an alias Employee ID on the
credit union’s employee security master. The alias Employee ID controls
what menu options can be used by data center staff. For example:

Data Center Data Center Alias on CU

Employee Staff ID security master:

Mary Service #S
Means that Mary, Fred, Sarah,

Fred O’Perator @O 89 and Tom can only do what 89

Sarah Programmer *p is authorized to do in the CU’s
employee security

Tom Systems +T

Sally Xtend ;X 93 Means that Sally can only do
what 93 is authorized to do,
meaning what the call center
is authorized to do.

e Employee IDs used as aliases will be disabled in the Employee Security
window (where an ID and password is entered) so that an individual staff
ID must be entered to use any CU*BASE program. The same restriction
will apply to miscellaneous programs such as Inquiry, Phone, Teller, etc.,
that do not use the Employee Security window.
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e This system allows us to set up alias IDs with different degrees of access
(such as an employee ID without access to OPER or other sensitive menu
options). To start, data center IDs will use the following aliases for all
online credit unions:

89 Client Services and other client support staff

90 Operations (replaces OP)

91 Systems

92 Programming and Quality Control

93 Xtension Call Center

9x Various, used by Xtend, Lender*VP, etc.

NOTE: Alias IDs (89, 90, 91, 93, etc.) still must be set up in
each individual CU’s employee security master. Currently
we reserve employee IDs 89-99 for data center use,
including 9x where x equals a character A-Z.

e Any password assigned to an alias ID on the CU’s employee security
master will be ignored and not used. For example, CSR access cannot be
controlled by simply changing the 89 password. Refer to the separate
CU*BASE Client Support Security Policy.

e The credit union is responsible for maintaining the alias; the data center
is responsible for maintaining data center staff IDs.

When Data Center Staff IDs are Used vs. the Alias

When a CU*BASE screen requires an employee ID to be recorded, such as a
loan interviewer ID, etc., CU*BASE will require a credit union employee ID to
be entered. In these cases the alias ID would be used instead of the data
center employee ID.

Whenever a program writes out an employee ID to a file behind the scenes
(such as if a transaction is being posted, or when the system records a “last
maintained by” ID, etc.), CU*BASE will use the actual ID being used, not the

alias.
ID To Be Used

Allagnlgl]; r;enel cu Data Center
Situation Security Master Staff ID
Accessing a menu command v
Accessing Member Inquiry, Phone Operator, v
or Teller Posting (or similar programs where
there is no employee security window)
Entering an Employee ID into an input field v
Recording an ID behind the scenes (posting v
transactions, file maintenance, etc.)

If it is necessary for a data center employee to access Teller Posting screens
(typically for testing purposes only), the program will be accessed using the
data center staff ID, but the system will use the alias teller drawer number
(for example, if staff ID “&A” was alias 89, &A would be used to access Teller
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Drawer Control and Teller Posting, but employee ID 89 would be activated as
the drawer). Again, this applies primarily to test libraries and other testing
situations.

VIEWING A LIST OF DATA CENTER EMPLOYEE IDS

There are several ways you will be able to see a list of data center staff IDs
and names. Remember that for online credit unions, maintenance of these
IDs can be done only by an authorized data center employee.

“CU*BASE Employee Security” on the Management Processing (MNMGMT)

menu
Sessi , i S | @
. Session 0 CU*BASE GOLD Edition - TEST CREDIT UNION = )
File Edit Tools Help
Employee Security Maintenance UPDATE
Employec 10 |
Emp | Job Emp | Job Emp | Job
D | Cawgory Hame D | Cawgory Harm I | Cawgory Hame:
v TEST ID T TL [NCATICR FRCMCH HU TL  MATT TCST
ne DAFFY DUCK HF TL  |HEATHER SHITH H1 JOHH WRYHE
ne T |HFLTSSA F TEST HH TL  |HEATHER HIILL HD TL |HAHCY DULTZ
fil AHDRER TELLER HT HT  |HEAD TELLER PROFTLE HE TL  |HICOLE GRAVES
ns AME THYST SEHOTT N ITHIERH HH T HIGOLE'S TEST
Ay ALLYH WANDYK JB TL |JAIME BEDEVIA HI TL WM TEST ID
HE BRIDGET BARMES Ji JULIE GESSHER Py PAULINE UAH ZALEN
BR 01 |BETTY TELLER 33 TL |JImety Jok ] WATT CURTIS
Bl BRIDGET SHILTS g1 TL  |NEW CU EMPLOYEEOL/26/12 RC REDA TELLER
ch TL  |CRRRIE UNDERWOOD Jz HEGAH TEST RO RETAILER DIRECT TEST
[ CREDIT COMMITTEE KD KEEGAN DAHIEL BT TL  |RICK FULLER
CcR TL  |UMITHEY TEST LL WG |LANI LOWIHG RS TL  |ROCK STAR TELLER
[ TL  |CIHDY STFUFHS Hil FE  |HARTHA FORD S SENTT COLLTHS
o1 N RTHHE HE: HATT =F SUPER FABINL LIS
MARILYH HOORE (UWHITHEY TE HD HARY DUYEHR =) SPEED SEIUEHCE TEHPLATE
ESTEBAN TELLER He TL  |MELISSA FULGEMZL SR LH  |STEPHANLE RAVEH
TERRY TAIE i MG |HAMAGHEMT TEMPLATE 51 WG |STEPHANLE RAVEH
RICK TELLER i TL  |WOMICA FULGENZI TH TL  |TERRI’S TEST
FORHER HR TL _ |HELISSA ROBIMSON i TL_ |TELLER PROFILE
= Copy = Edit = Copy m Edlt u Copy
B Update ficct Security = B Update Acct Security u Delete B Update Acct Security
el Security m Update Spel Security m Update Spel Security 4

Menu Security

Use the DC Employees
button to see a list of IDs
and names for data
center employees.

Fmployee 105 89 through 99 are reserved for use by intemal processes. Please D0 NOT use these IDs far

OC Employees

any credit union employees.

View Maintenance

€3N Lil2a

When working in other programs, if you need to look up the name for a
particular employee ID (whether CU or data center staff), access the
CU*BASE Timeout window:

Timeout Window

Session (0 CU*BASE GOLD Edition - CU*BASE Time-Out =
CU*BASE Time-Out Options
1. = Work with spool files

2. = Work with output quauess
= Work with writers

3.

4. = CU*Spy daily reports Use the Data Center

:" © Restarta riter Employees button to view the
1.

= CUBASE Il 1D lock .
employee [ookup list of data center staff IDs.

Use CU*BASE « Supervisor transaction override
Employee ID lookup
(#6) to view a list of
credit union employee

IDs.

Timeoul option

— -

On miscellaneous CU*BASE screens where an Employee ID must be entered
manually (such as recording an Interviewer or Underwriter ID when opening
a loan account), the lookup feature will NOT show data center employees,
since those IDs cannot be entered in those cases.
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TooLs FOR OUR SELF PROCESSING CREDIT UNION PARTNERS

Because the data center employee ID file resides only on our system, we will
still use the generic employee ID 89 whenever it is necessary for us to work
on a self processing credit union’s system.

As always, file maintenance or member transactions are
performed only upon written request by an authorized
credit union employee. Refer to the separate CU*BASE
Client Support Security Policy for details.

To allow you to control and audit situations where a data center employee
accesses your credit union’s system, there is a special file that will log
information about the person logging in to your IBM i.

The following window will appear every time a data center employee logs in
to your system:

Session 7 CU*BASE GOLD Edition - Remote Access Tracking (=
Date  2013/08/15

Time 10:16:30

Name |DAUN MOORE

Reason |RESEARCH ACCT BAL PROBLEM 1234567 REPORTED BY JOHN JONES|

aaﬂmmﬁﬂﬂ@ FR [1235)

Both fields must be completed before the user will be allowed to log in. For
the name, at least two words must be entered (i.e., cannot be a first name

only or initials), and the name entered cannot match the User ID used to log
in.

See Page 14 for instructions on how to view the data gathered by this
feature.

Once logged in the data center employee will use Employee ID 89 for any
activity performed in CU*BASE.

m Auditing Employee Access to CU*BASE Tools
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AUDITING EMPLOYEE ACTIVITY

TRACKING WHICH EMPLOYEES AcCESS WHICH CU*BASE FEATURES

Employee Security features allow you to control and monitor access to
CU*BASE programs by any employee ID, whether data center or credit union
employee. Every time a program is launched from a CU*BASE menu, the
system records who selected the command and when, as well as whether
they were actually granted access to the application or not. For data center
employees, the file records the individual ID for the staff member (not the
alias) so you will be able to tell who from data center was doing the work.

The file was designed to let you see what commands an employee accessed,
not what they did while they were in there. The Employee Security window
where you enter your ID and password automatically records which program
you accessed and when (even if you use Auto Security). Miscellaneous
programs such as Member Inquiry, Phone Operator, Teller Posting, etc., that
do not use the Employee Security window, will also record access details to
the audit file.

This audit trail was not designed to replace the existing CU File Maintenance
(CUFMNT) tool or other tracking tools such as recording last maintained date
and ID for a specific program. Instead, it is an additional resource for
detective work in cases where there is a question about some employee
activity. An inquiry of this file will be available from the Auditing Functions
menu:

“Audit Insider/Employee Activity” on the Auditing Functions (MNAUDT) menu

This is a “canned” Query of file SECAUD using the CU*BASE Report Builder.
On the initial screen you can enter selection criteria such as Employee ID #,
date, or program name. (Refer to online help for instructions on entering
selection criteria.) Following is an example of the inquiry that will display:

Line PR SRR P PP CRRRT- TERTLFTET. PN N - PP P P e e R ERL TRRRA SRR NI P L P IS B
DATE Emp Employee Name Account RAccess Program  User Work Time cu
il Humber  Granted D Station (HHMMSS)
00001 08/08/2013 -N  NANCY OFR 2} ¥ MMOPER HAMCYE HOCUANKBGL 10:32:39 113
[00002 08/08/2013 -N  NANCY OFR o ¥ RRCHFETCL  MANCYE HOCUANKBGL 10:32:43 113
nopEe s
00R0E4 B3/05/2013 HW KERT 26666E ¥ CMFIRM QST KERIC1356  AG135GR 11:14:88 113
00005 08/08/2013 HW KERI 266660 ¥ CODE WORD KERIC13S  AG135GH 11:13:37 113
[00006 08/08/2013 HW KERI o ¥ TSENTE KERIC135  AB135GO 11:13:16 135
DOROB7 B8/05/2013 HW KERI 26B66E ¥ TSENMTE KERIC135 AB136GH 11:13:22 135
00000G 03/05/2013 HW KERT 266660 ¥ TSENMTE KERIC135  AB135GO 11:14:00 113
00009 08/08/2013 HW KERT 266660 ¥ TSENMTE KERIC135  AB135GO 11:14:00 113
BO0010 08/08/2013 HW KERI 266660 ¥ TSENTE KERIC135  AB135GO 11:14:00 113
00R011 B8/05/2013 HW KERT 266660 ¥ TSEMTE KERIC135  AB135GO 11:14:88 113
000012 83/05/2013 HW KERT 266660 ¥ TSENMTE KERIC135  AB135GO 11:14:00 113
000013
[00014 08/08/2013 MK MICHELLE LR ¥ IPHACT MICHELK113 C2113G0 11:56:42 113
00R015 08/05/2013 MK MICHELLE 1051368 ¥ IPHACT MICHELK113 C2113G8 16:31:47 113
000016 08/08/2013 MK MICHELLE 1051368 ¥ IPHACT MICHELK113 C2113G0 19:32:11 113
Q08017 08/06/2013 MK MICHELLE 1051368 ¥ IFHACT MICHELK113 C2113G8 10:32:45 113
BOR016 B8/08/2013 MK MICHELLE 1061364 ¥ IPHACT MICHELK113 C2113G0 10:37:51 113
CU*TIPS:

¢ All Data Center Staff ID numbers are less than AA - which means they
start with any special character except an asterisk (*) and end with a
letter, number, or other special character. Credit Union Employee IDs
start with numbers or letters and would therefore be greater than AA
(because of how the iSeries sorts special characters before letters and
numbers). This will make it easier to display just the employees you
want to see on the inquiry.
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To see only data center employee activity:

Combine Criteria
(And/Or) Field Name Comparison (Field, #, Text, etc.)

SAEMPID Less Than hd

To see only credit union employee activity:

Combine Criteria
(And/Or) Field Name Comparison (Field, #, Text', etc.)

SAEMPID Greater Than or Equal To -

¢+ The column labeled Access Granted? shows whether the employee was
granted access to this option or not. If N, the employee attempted to gain
access (wWhether accidentally or on purpose) but was stopped by the
employee security program.

NOTE: A blank in the Access Granted column means that
this record represents just one step in the access process
(such as if your Privacy Controls require a code word and
security questions to be entered); a separate record will
show whether access was ultimately granted or not.

+ If the employee name reads ““**UNKNOWN** the ID could not be found in
either the credit union or the data center employee security files. This
could mean an incorrect ID was entered when attempting to access the
command, or the assigned alias ID does not exist.

+ If an employee accesses Inquiry, Phone Operator, or Teller Processing,
the system will record an audit record for each member account that
was accessed during the session, even if the employee did not exit back
to the menu between each account.

+ The SECAUD file is a monthly file. To view data from previous months
use file name ESECmmyy. (You may need to request a tape be loaded by
a data center Operator. As usual, there is a nominal charge if this service
is required.)

NOTE: If in the past your credit union did not require an
Employee ID and password to access Member Inquiry, the
Emp. ID and name will be blank. But effective in 2012, this
feature is no longer optional, so all records should have at
least an ID.

+ When a Shared Branching employee assists your member, a record of the
transaction will be recorded in the SECAUD file of both the member’s
(home credit union) and teller’s credit union database.
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TRACKING ACTIVITY ON EMPLOYEE ACCOUNTS

“Insider Audit/Due Diligence Report” on the Auditing Functions (MNAUDT)
menu

. Sessian 0 CU*BASE GOLD Edition - TEST CREDIT UNION [N = |
File Edit Tools Help

Print Special Account Audit Report

Repon Options. Rusguonse
Monthiyear to process ITRERTE] 7] [MMYY] (s e
Raport for period From A 7] [MMDDYYYY] Copies |I|
To @ [ MMDDYYYY] Printer [P1____ |4
Huports lo prin )
W Tarllier audit keey seview
Flag transactions goeater than o equal to jwhobe $) 0 Uptionsl
V Transaction Y reviow
¥ Accoun revitw
o File maintenancn rovime
« Account accessisecurity audit
List only i access not granted o B
Data type Trsisers/ gl ogres -

Include memberfemployes type code (blank = all) &

W [A1007] Bn5n 3

This tool helps you monitor activity on memberships that you have flagged
as “special,” including employee accounts, board member accounts, and
even accounts that data center employees have with your credit union.
There are four reports, each monitoring different types of activity, such as
teller activity, transactions, and file maintenance. By using the Data type
option, the same reports can also be used to monitor accounts you have
flagged for special due diligence monitoring.

TIP: Due Diligence Monitoring flags are configured by your
credit union (via Configure Due Diligence Codes on the
General Configuration 1 (MNCNFC) menu) and added to
member accounts via Update Membership Information
on the Update Functions 1 (MNUPDT) menu. Also see the
“Abnormal Activity Monitoring” booklet for more tips on
monitoring these special accounts.

Refer to online help for complete details and report samples.

Here are some tips on using this tool from our Auditl_jnk

Audit Link compliance experts: CUANSWERS Management Services

“We recommend you monitor employee accounts by
reviewing the Insider Audit reports once a week, looking for

suspicious activity and to ensure internal procedures are
being followed.

“Watch for large transactions, delinquent and negative
balances, unauthorized overrides and loan changes, credits

to employee accounts via G/ L transfer, and inappropriate
teller postings.
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“The BSA requires that any employee living above their
means should be reviewed. Use large transactions as a
starting point when reviewing employee accounts.”

TRACKING ACTIVITY PERFORMED BY DATA CENTER EMPLOYEES

“Audit Data Ctr Employee Activity” on the Auditing Functions (MNAUDT)
menu

. Session 0 CUBASE GOLD Edition - TEST CREDIT UNION EER =
File Edit Tools Help

Print Data Center Employee Audits

Rusport for pesiod From [T [ [MEDOYYYY] 7 Job queue
™ 00000000 [ [MEDOYYYY] Copies [1]

Reports to print: Printer [PT___ |4
| Transaction activity review B .
#|File maintenance review
' Account accessisecurity audit

List only if access not granted
Are you printing the lile maintenance neview or accoum audit monthly? You must pick a range of one month spanning only ene calendar maonth.

Printing anly the transaction review? In this case anly, you may select any range of dates.

E3rnaedza

Wil [45e4) BEN3

I
This tool helps you monitor activity performed by data center employees on

your credit union’s accounts. This includes shared-resource employees
such as Xtend or Lender*VP.

NOTE: These reports are similar to the Insider Audit/ Due
Diligence Report already described. However, where those
reports looks at all employees but only for activity on
special memberships, these reports look at all memberships
but only for activity performed by data center employees.

Refer to online help for complete details and report samples.
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TRACKING USER IDs THAT CAN LOG IN TO YOUR CREDIT UNION’S DATA

Use the History button to see
a history of User IDs added,
changed, and deleted

Use the Print Report button to
generate a list of current User
IDs (same as what's shown on
this screen — just remember to
keep this report secure!)

“User ID Information & History” on the Auditing Functions (MNAUDT) menu
 Session 0 CU*BASE GOLD Edition s [smn] - @

File Edit Toals Help

User ID Information

Asof Aug 27, 2013 0D6:02:10
View user IDs who have not logged in in the past | days

Last Logged In | Last Password

Print Reparnt

This tool is used to monitor the employees who are allowed to log in to
CU*BASE and work with your credit union’s member data. This tool shows
User IDs authorized to your files, and the last time they logged in or changed
their password.

To protect your data, whenever someone leaves your employ, their User ID
should immediately be deleted. This tool helps you monitor to make sure
that’s being done properly. You can also see a history of password resets
and other changes being made to your User IDs, either by data center
employees (who are responsible for following your instructions to add or
delete IDs) or your internal security officers (responsible for resetting
passwords).

CU*TIPS:

¢+ Inactive User IDs (where the last logged-in date is over 90 days ago) will
be purged by an automated daily routine. Use the History button to view
these IDs; purged records will show a “Performed by” name of SYSTEM.

For self-processing credit unions: The purge routine can be
run manually but we recommend you automate it via
ROBOT or IBM Job Scheduler. It can be set to any interval
of days (90 is recommended). Contact a Production Center
representative if you need assistance.

+ User IDs that do not distinguish a credit union employee (such as
AUDITOR, TEMP, TELLER, CREDITCOMM, etc.) are not allowed. To
ensure the integrity of your data, only a credit union employee should be
granted access to your credit union’s files. Once a session has been
established, a separate CU*BASE Employee ID can be created to give
third parties access to your files as you see fit.

+ Use the Print Report button to generate a report showing the data from
this screen. BE CAREFUL! Since this report contains a list of user
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names and IDs, if it is printed the output should be carefully secured to
prevent its being used for social engineering security attacks.

+ Click the History button to show a history of IDs added and deleted, as
well as changes such as correcting a misspelled name or logging a name
change after marriage or divorce. This history, shown below, also lists
password resets done by a Client Service Representative on your behalf,
including whether or not a fee was charged to your credit union for that
service.

Session 0 CU*BASE GOLD Edition - ER =T RE '
File Edit Tools Help

User ID History

Jumpto:  Action date | [ MMDDYYYY] User ID
Search for:  User ID contalning s namme containing
User ID User Name Actlon Actlon Date Performed By fee
HACKFHHA [ 57067201 3| HFL FHP
KATHRYH DeLeted A4 FEF 2013 HELENP

A/ 20/ 2013 | HELEHP
a4/ 26/ 201 3| HADIHET
47177201 3[KRTSTTAND
AL 10/ 2013 | SYSTER
AL 10/ 2013 SYETEN
1042001 3|SYSTER
4710/ 201 3[SYETFH
AL 10/ 2013 | SYSTER
A/ 10420013 SYSTOH
4,/04/ 201 3| HEATHERH
470372013 (HFLFHP
4/03/ 2013 | HELEHP
4/02/ 201 3| HADIHCT
4/01/2013|HICOLEHA

372272013 (HFLEHP

Purged records are user IDs
that were deleted by the system EINy petet S/19/2013 HELEWP
automatically during the daily KATHRYH fdded 3/05/201 3|KRTSTIAND
routine. User IDs are purged
when the last logged-in date is
more than 90 days ago.
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¢+ Remember that your credit union’s Security Officer is responsible for
resetting employee passwords using Reset User Password/Device on the
Back Office (MNBACK) menu. Our CSRs have been instructed to refer
reset requests to the credit union’s security officer. If an emergency reset
needs to be done and there is no one at the credit union who can handle
it, Client Services may charge a fee for this service.

+ As of the 13.1 release (implemented for online CUs in July 2013, and for
self-processors in October 2013), whenever a new CU*BASE server is
installed, profiles must be rebuilt and will show a creation date that
reflects that rebuild date.

TRACKING WHICH DATA CENTER EMPLOYEES SIGNED ON (SELF-
PROCESSORS ONLY)

In addition to the audit feature described above, self-processors can monitor
access to their iSeries system by data center staff by reviewing the file that
logs a name and purpose each time a data center employee signs on to the
IBM i (see Page 8). Then this data can be correlated to the history of activity
performed by employee ID 89, as described above.

The remote access login data is stored in a file called RMTACCESS in your
CUBASEFILE library. To review this database, use the following “canned”
Query (or create your own using this file):

Auditing Employee Access to CU*BASE Tools



MNOP17 #18 “Remote Access Tracking Query”

(OPER 17 > 18)

On the initial screen you can enter selection criteria (such as the date).
Refer to online help for instructions on entering selection criteria. Following
is an example of the inquiry that will display:

T T T I T O O T S S S S B FO S TN U T USSP
ACCESS ACCESS  REMOTE REASON FOR
DATE TIHE USER NANE RENOTE ACEESS
[CCYYHNDD)  (HHANSS)

000001 2013/06/14 17:50:42 JACK CARPENTER LOOK AT SETUP OF SENDING STHTS TO EDOC SERVER

000002 2613/08/14 17:21:57 JACK GARPENTER LOOK AT SETUP OF SENDING STHTS TO EDOC SERVER

000003 2613/06/12  9:42:40 DAVE SCHEPERS SEND BRTCH MATNTENNCE FOR 8/18/13

00004 2013/06/09 12:16:17 DEB FINKBEINER RESERRCH ERROR OSVSOPR

GAAAR BG13/0R/A0 10017013 GMAEI WARAMED PG 5711 Daw slisonoT

Remember that all of these users will use Employee ID 89 when performing
CU*BASE activity.
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APPENDIX: DATA CENTER STAFF ID

SETUP

NOTE: Online credit unions do NOT have access to the following
screens. They are shown here only to explain how these special employee
IDs are being handled behind the scenes. Also remember that self-
processors do not have this file on their system.

MNOPQ9 #13 “Define Data Center Employees” (OPER > 10 > 13)
Screen 1

Session 0 CU*BASE GOLD - TEST CREDIT UNION = B [

File Edit Tools Help

Configure Data Center Employees

Data Center Employee ID

Position to name
D cu Employee Name D cu }7 Employee Name
A 89 PATRICK AUDIT +0 92 DEB PRG
.B 89 KAREN Ip +P 92 CARDL SUSPENDED
.C 89 VICTORIA | SUSPENDED +0 92 KENNETH SUSPENDED
.E 89 LATIEKA Ip +R 92 ROGER
.F 89 DINA Ip +5 92 ScoTT PRG
.H 92 CINDY SUSPENDED +T 92 PHILLIP PGHR
J 91 JAMES SYS +U 92 TONYA PRG
.K 89 KEEGAN CHMS +U 92 ROB PRG
.L 92 THOMAS SUSPENDED +W 92 MIKE PRG
-N 89 ZAKTVYYAH Ip +X 92 BARBARA PRG
.R 89 LND +Y 92 DEBRA PRG
v 89 VALERIE +Z 92 JOSH PRG
.z 89 LAURA LND +0 92 ERIC PGMR
T 91 HATTHEW sYs +1 92 ALIDA PRG
.8 89 HMARTHA CNY +3 92 ANNETTE PRG
.9 89 CINDY CNU +4 92 MARY PRG
+A 92 JACK PRG +5 92 HARY PRG
+B 92 BOB PRG +6 92 TERRY CUNY
+C 92 DANIEL SUSPENDED &B an UENDY XT CC
+D 92 DARRELL PRG &C 9A JALYH XT CC
+E 92 ERIC PRG &D aH XT BSR
+F 92 DENNIS PRG &E an HALORIE XT CC
+G 92 LORA PRG &L 9A KATHY XT CC
+H 92 HUGO PRG &1 an GABE SUSPENDED
+J 89 JIM INT &2 an LORT SUSPENDED
+K 92 BARBARA PRG &3 9A LINDA SUSPENDED
+L 92 LORTE PRG &4 an STEPHANTE SUSPENDED
+M 92 MIKE PRG &5 9A MELISSA SUSPENDED
+N 92 KIM PGR

* 4

Toggle ID/Name

€M ez e

This is the first of two screens used to define IDs for data center employees.
Notice that all IDs must begin with a special character (anything except an
asterisk *).

This screen will allow changes ONLY if accessed with a
Staff ID that has Administrator privileges. Therefore only
certain designated data center staff members will be
allowed to add, delete, or change these IDs for online credit
unions.
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Screen 2
 Session 0 CU*BASE GOLD - TEST CREDIT UNION =] B [

File Edit Tools Help

Configure Data Center Employee

Data Center Employee ID . X

Employee Name TEST EMPLOYEE
Employee Password [T

[¥|Administrator

CU Emp ID for authority 89

This screen allows an administrator to create a new ID, suspend or delete an
existing ID (when someone leaves the data center’s employ), or reset a
password for an employee. The CU employee ID for authority represents the
alias ID that must be set up on the credit union’s own employee security
master.

Remember that any employee can reset his or her own
expired employee password using the command on
MNMAST. However, you must know your old password to
enter a new one. Therefore, this screen would be the last
resort should an employee forget his or her password.

CU*TIP: This screen will not let you continue without entering a password.
Therefore, any change to the name, administrator setting, or alias ID will
require that the password also be reset by entering a temporary new one
here. The user will be required to change that password before they will be
able to access any other commands.
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