Running a FINCEN
314(a) Scan Against
Your CUBASE
Database

INTRODUCTION

Auditors will love the time they are saved by using the on demand manual
FinCEN scan, built directly into CU*BASE. By using #12- Run FinCEN
(314a) Scan on the Auditing menu (MNAUDT), they can quickly run the
credit union membership against the FinCEN files downloaded from the
FinCEN website. The scan will review open (MASTER) and closed (MSHIST)
membership files, as well as non-member (MSNONMBR) files and provide a
printed report for reporting on the FInCEN website. This printed report will
only list records where several key fields match the FinCEN file. If a match
is made, the report will also list all other fields for this record, and whether
these fields resulted in a match (or not). Asterisks will appear next to non-
matching fields, further assisting the auditor in recognizing false positives.

Interested in using this feature? Contact a Client Services Representative to
request upload privileges for your auditor. This individual will use the
existing upload process available on the File Transfer /Audit Function menu
(MNFILE) to upload the FinCEN files to the iSeries.
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REQUESTING ACCESS

The following procedures should be followed only after you
have contacted CU*Answers to set up “upload” privileges
for the member of your team who will upload the FinCEN
file to the iSeries. Contact a Client Services Representative
for assistance.

Once you have received the Upload/Download request form from a Client
Services Representative, be sure to fill out the Section 4 as shown below, in
addition to the other required information.

Section 4 — Authorized User IDs for file Downloads/Uploads

H  AuthorizediSeries User IDs for file Downloads shouldbe changed as follows:

+ Reguest for what type of downioad?
User |Ds Employee Name Add/ Download/ QIUERYXX FILEXX [Specify FILE MAME
S Upload Files)
JlahnE200 lahn Employes Add Upload FCPERSOM,
FCBUSIMESS
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PROCEDURES FOR PREPARING FILES

DowNLOAD FILES FROM THE FINCEN WEBSITE

Use these steps to download the FinCEN list from the FinCEN website and
prepare your data files for scanning.

1.

Access the FINCEN web site (https://www.fincen.gov/314a) and
download the .CSV version of the FINCEN PERSON file as instructed on
the FINCEN website and save it to the following location with the file
name C:\FINCEN\FCPERSON.CSV.

e IMPORTANT: It is critical that the files are saved in the exact
manner outlined in this step. Only download one file at a
time.

Then use the same website and directions to download the .CSV version
of the FINCEN BUSINESS file and save it to the following location with
file name: C:\FINCEN\FCBUSINESS.CSV

e IMPORTANT: It is critical that the files are saved in the exact
manner outlined in this step. Only download one file at a
time.

Prepare each file (FCPERSON and FCBUSINESS) for upload by using the
following directions. (Follow these directions to prepare each file
separately.)

e Open Excel and browse to your you saved file (the .CSV file
you have saved to your C:\ drive).

e Delete the Header Row (non-data material), generally the first
row) of each file.

¢ Resave the file as a .CSV file (not as an .XLS file) to the
original location. Be sure to resave your file to the location
listed above. (You will replace the original version you saved
in Step 1 or Step 2.)

e NOTE: If you do not follow the directions in Step 3, you will
view the following error message when you attempt to upload
the files to the iSeries. If you view this error message, select
Cancel. Then follow Step 3 before attempting to upload the
file.

iSeries Data Transfer

CWEBTFOO1T - Drata in thizs field excesds PC
I fieldsize. Data will be lost,

Cancel Detailz
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PREPARATION: FIRST TIME AT CREDIT UNION ONLY

IMPORTANT: Before you upload the FCPERSON and FCBUSINESS files for
the first time at your credit union, you must first create the files in your
QUERYXX library. To do this, simply:

1.

2.

Access menu option #12 (Run FinCEN 314(a) Scan) on the Auditing
menu (MNAUDT).

Click Cancel.

UPLOAD FILES TO ISERIES

Once you have saved the files to your C:\ drive, you may upload them to the

iSeries.

1.

NOTE: Once the FinCEN scan is run (see page 12), the FCPERSON
and FCBUSINESS files on the iSeries will be cleared. The files on
your local C:\ drive will not be cleared, however. If you need to run
the scan a second time, follow the following directions to upload the
files a second time. (Both FCBUSINESS and FCPERSON will need to
be uploaded.)

IMPORTANT: It is critical that you enter the data on the screens
exactly as it appears in the screens in this section.

9=

9 Session 0 CUBASE GOLD

eor0eR®E@

File Transfer / Audit Functions
Success

&4 Menus
ACH/Payroll -
Auditing Functions

Back Office L
Check/ATM Proc

Collections

Configuration

Co-op ATM/Debit

CU Check Processing

Deluxe ATM/Debit

EDS ATM/Debit

MNFILE

File Transfer Functions AIRES Processing
1 @ File Download (iSeries to PC) 16 w Create AIRES Files
2 w File Upload (PC to iSeries) 17 w Delete AIRES Files

18 w View AIRES Files

Miscellaneous Processes 19  List AIRES Files

6 @ Copy Report to Disk File

T @ Work with Query ALM Processing

21 w Create/Download GIL Info

22 w» Create/Download Loan Info

23 w Create/Download CD Info

Data Match
«~ 11 @ Run OFAC Data Match {Batch Scan)
12 ¢ Scan a Single Name Through OFAC

&4 Speed Sequences

Account Maint
Acct Adjustment (Coded)
Acct Adjustment (Full)
ATM Check Digit Calc
ATM Offline Card Setup
Calc Number of Days
Check Digit Calculator
Close Member/Accis
Club Member Maint
Collection Processing

e —
Ask the
AnswerBook

Miscellaneous Files for Vendors
13 @ Crdt Crds Eligible for Conv Chks

Menu option [l Speed sequence

R (®

Search for:

From the MNFILE menu, select #2-File Upload (PC to iSeries)
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Be sure to copy the text in
this field exactly as it
appears in this image.

Be sure to copy this
exactly, replacing XX with
your credit union CUID.

20 Data Transfer To iSeries

EEX

File Wiew Tools Help
AEE 3
FC

File name: > CHFIMCEMSFCBUSINESS.CSY Browse...

iSeries

Spstem:  [WESCPROD.CUBASE.ORG |

Library/File(hember]:
|E!UEF|Y>¢<£FEEUSINESS Browsze. ..

Details....

i

4

0
7
0
¢

Transfer data to iSenes

0
A
0
A
LT
1 -
(]

2. First upload the FCBUSINESS file to the iSeries. Fill in the screen
exactly as above.

3. Then select File | Properties from the previous screen to view the
screen below.
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Properties

Conversionz l Librany List] Displa_l,l] Ennnectiun] Startup]

eneral options
I Coreeert CCSID BE535
-

ASCI Text options

[ Preserve tabs

Excel file options

[ Conwert Excel date and time cells ta iSenes date or time

Allows rumeric data in character columng to be
converted to character data

] | Cancel Apply Help

4. Check the “Convert CCSID...” checkbox. Then click the Apply and
OK buttons.

78l Data Transfer To iSeries |Z”E|E|
Help

File Wiew Tools

A E 3

PC
File name:  |C:AFINCENAFCBUSINESS.CSY Browse...
S enies

Spstem:  [WESCPROD.CUBASE.ORG |

Library/File(hember]:
|E!UEF|Y>¢<£FEEUSINESS

Browse...

i

Details....

Select the Details button. Transher data to iSeries

5. Click the Details button.
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Copy the text exactly as
shown in this graphic.

Be sure you have replaced
XX with your CUID.

iSeries File Details
PC file
v Usze PC file description

File narne:

|E:\EUB.&SE‘\QDIEI‘\FEELISINESS.fu:If
>

Browse...

|\, |

[~

Tranzlate from: |AS Cll

iSenies file

—

ﬂ to server data

Create iSernes objech:

|ND,

[

replace member anly

=

2 =

[

[~

0Ok | Cancel | Help
6. Confirm the screen is filled in as shown above. Click OK.

ZE Data Transfer To iSeries

Help

2B E 3

File Wiew Tools

FEX)

PC

File narme:

iSeries

System:

Libran/File[Member):

CAFIMCEMSFCBUSIMESS.CSW

Browse.

|WESEF'HEID.EUB.-’-‘«SE.EIF|G

|QUEF|Y>¢<.-’FEELISINESS

Browse. ..

i

Details...

Tranzfer data to iSenes

7. Click the “Transfer data to iSeries” button to complete the upload.

8. Next, upload the FCPERSON file. Select #2 from the MNFILE menu

shown below.
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9> Session 0 CUBASE GOLD

File Transfer / Audit Functions MNFILE

File Transfer Functions AIRES Processing
ACH/Payroll = 1 @ File Download (iSeries to PC) 16 @ Create AIRES Files
Auditing Functions . q A o
Back Office 3 2 w File Upload (PC to iSeries) 17 @ Delete AIRES Files
Check/ATM Proc 18 @ View AIRES Files
Collection Miscellaneous Processes 19 @ List AIRES Files
Configuration
Co-op ATM/Debit 6 @ Copy Report to Disk File
CU Check Processing 7 @ Work with Query ALM Processing
Deluxe ATM/Debit
EDS ATM/Debit a 21 @ Create/Download GIL Info
~  Data Match 22 w Create/Download Loan Info
&4 Speed Sequences
- 1 @ Run OFAC Data Match (Batch Scan) 23 @ Create/Download CD Info
Account Maint =
Acct Adjustment [Coded) 12 @ Scan a Single Name Through OFAC
Acct Adjustment (Fullj i
ATM Check Digit Calc B N
ATM Offline Card Setup Miscellaneous Files for Vendors
Cale Number of Days 13 @ Crdt Crds Eligible for Conv Chks

Check Digit Calculator
Close MemberiAccis
Club Member Maint
Collection Processing

2

Askthe @ (Q @ @ (’ @ & Menu option [l Speed sequence [N %
\/ AnswerBook § \H o Search for:

1111
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9. Fill in the screen as shown below.

2B Data Transfer To iSeries |Z”E|E|

File Wiew Tools

Help

2B E 3

Be sure to copy the text in
this field exactly as it
appears in this graphic.

File: narme: CMFIMCEMYFCPERSOM.CSW Browse. ..

J

iSeries
Swyzten; |WESEF'HEID.EUBI-‘«SE.EIF|G j

Libran/File[Member):
|QL|EF|Y>¢<.-’FEF'EF|SDN Browsze...

Be sure to copy this
exactly, replacing XX with

your credit union CUID. Details...

i

Tranzfer data to iSenes

10. From the previous screen, select File | Properties.

11. Check the “Convert CCSID...” checkbox.

Properties

Conversionz l Librany List] Displa_l,l] Ennnectiun] Startup]

eneral options
I Coreeert CCSID BE535
-

ASCI Text options

[ Preserve tabs

Excel file options

[ Conwert Excel date and time cells ta iSenes date or time

Allows rumeric data in character columng to be
converted to character data

] | Cancel Apply Help

12. Click the Apply button and then the OK button.
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ZE Data Transfer To iSeries |Z”El[z|

File Wiew Tools

A% W

Help

Ty

FC

File name: CHFIMCEMSFCPERSOM.CSY Browse...

iSeries

Spstem:  [WESCPROD.CUBASE.ORG |

Libram/FiletMember):
|QUEHWIFEPEHSDN Browse. .
o Details...

7>

Click the Details button

here.
Tranzfer data ta iSenes
13. Click the Details button.
14. Ensure the screen is filled as in the screen below.
iSeries File Details
PLC file
v Use PC file description
File name: C:ACUBASE ol FCPERSOM. fdf Browse. .
eSS =
Copy this exactly as shown /
in this graphic. Translate from: | ASCI | toserver data
iSeries file
Create iSenes object: |No, replace member anly j

| [Giatic. |
=

| =

|

] | Cancel | Help

11. Click the OK button.

Running a FinCEN 314(a) Scan Against Your CU*BASE Database



78l Data Transfer To iSeries |Z”E|[Z|
File Wiew Tools Help

2 = = =
PC
File name:  |CAFINCENAFCPERSOM.CSY Browse...
S enies
Spstem:  [WESCPROD.CUBASE.ORG |

Libram/FiletMember):
|QUEHWIFEPEHSDN Browse. ..

Details...

i

Tranzfer data ta iSenes

12. Click the “Transfer data to iSeries” button to complete the upload of
the second file.
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RUNNING THE SCAN

To run the scan, use the screen below and press F5-Run/Scan. This will
generate the report.

IMPORTANT: Once the scan is run, the FCPERSON and FCBUSINESS files
on the iSeries will be cleared. If you wish to run the scan a second time to
produce another report, you will need to upload the files again to the iSeries.
Follow the directions starting on page 4.

e NOTE: The dates on the screen are the dates the files were uploaded
to the iSeries.

MNAUDT #12-Run FinCEN 314(a) Scan

@ Session 0 CU*BASE GOLD - Scan Records for FinCEN 314(a)

ecor0e®@

Scan Records for FInCEN 314(a)

Business List file last uploaded from FinCEN on  Mar 14, 2011 dob queuel
Person List file last uploaded from FinCEN on Mar 14, 2011 Copies m

Printer

How THE SCcAN WORKS

The file scans for first individuals with matches to the FCPERSON file,
looking for matches to the MASTER (current members), MSNONMBR
(current non-members), and MNHIST (closed members).

The scan looks for positive matches with FCPERSON for the following three
required fields:

e FIRSTNAME
e LASTNAME
e BIRTHDATE

(Matches to Alias First Name, Alias Last Name and Birthdate will also
appear in this section.)
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The scan also looks for organization matches to the FCBUSINESS file. The
scan looks for positive matches to the following required fields:

e BUSINESS NAME

(CU*BASE compares against Last Name, First Name, Middle Initial data
in CU*BASE for this match. Dates are not matches to this file, since
they can be variable.)

When the scan finds an individual or organization with matches to all of the
required fields, the scan then also continues to scan the following fields for
determine whether the data in these fields result in a match.

FCPERSON - Individuals

Middle Initial

SSN

Address 1

City

State

Zip + Zip 4

Country (If the foreign address field in CU*BASE is checked,
the scan analyzes the CU*BASE country name (which is
stored in the City field) against the FinCEN file. If the foreign
address field is not checked, the scan checks to ensure the
FinCEN country name is US or USA.)

FCBUSINESS - Organizations

e TIN

e Charter Date
e Address 1

e City

e State

o Zip-Zip4

e Phone

e Country (If the foreign address field in CU*BASE is checked,
the scan analyzes the CU*BASE country name (which is
stored in the City field) against the FinCEN file. If the foreign
address field is not checked, the scan checks to ensure the
FinCEN country name is US or USA.)

WHAT RESULTS SHOW ON THE FINCEN REPORT

The report first list the FCPERSON scan matches; these results are further
broken down by file - MASTER, MSNONMBR, and MSHIST. Next the
matches to FCBUSINESS are listed. Individuals and organizations that
appear on the report matched all required fields, and these matches appear
as separate lines on the report.

The report assists auditor with determining if any of these “suspect”
individuals or organizations are false positives by listing the results of all
other scanned fields. Each additional field is listed on a separate line of the
report. (Fields not containing data — blank fields are not shown on the
report.) An asterisk next to a field indicates that there was not a match.

e For example, if John Smith appears on the report, he is suspect since
his first name, last name and birth date resulted in a match.
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However, if all of the other fields on the report include asterisks
(indicating no match), it is more likely that he is a false positive.

REPORT SAMPLE

Below is an example of the file that is created by the scan. The business
matches follow the person matches.

1703712 11:09.32 ABC CREDIT UNION UFINCENS PAGE
RUN ON 1704712 FINCEN 314(a) SCAN USER
PERSON LIST - DOWNLOADED  1/04/12 PERSON RECORDS SCANNED = 103
Hekkddd Rk xswRxxxx CU MASTER FILES FINCEN FILE **ssssrxx
ACCT BASE MEMBER NAME FILENAME FIELD FIELD MATCHED TRACKING #
11 WILLIAM T. MEMBER JR MASTER LNAME LAST_NAME 111111
MASTER FNAME FIRST_NAME 111111
MASTER MIDIN MIDDLE_NAME 111111
MASTER BDATE DOB 111111
Fekkkkd A AR KR A A HHFRR% O NONMBR FILES FINCEN FILE ***sskrrx
12 ANNE J. NONMEMBER MSNONMBR LNAME LAST_NAME 444444
MSNONMBR FNAME FIRST_NAME 444444
MSNONMBR BDATE DOB 444444
HekkddeddHHkxswRxxxx CU NONMBR FILES FINCEN FILE **sssskxx
51 JOHN A. OLDMEMBER MSHIST BDATE DOB 777777
MSHIST LNAME LAST_NAME 77777
MSHIST LNAME LAST_NAME esased
MSHIST FNAME ALIAS_ FIRST_NAME 777777
MSHIST LNAME ALIAS_LAST_NAME 77777
MSHIST SSN *NUMBER T

*x ctive account matches

1 = A
heled 1 = Closed account matches
*x 1 = Non-Member matches

BUSINESS LIST - DOWNLOADED 1704712 BUSINESS RECORDS SCANNED = 29

Sededdd A A A A A ARk O MASTER FILES FINCEN FILE ***xxxxrx
ACCT BASE MEMBER NAME FILENAME FIELD FIELD MATCHED TRACKING #
192 ABCD CHOICE UNITED MASTER NAME BUSINESS_NAME 122222

MASTER ADDR1 *STREET 122222
MASTER CITY *CITY 122222
MASTER STATE *STATE 122222
MASTER US/USA COUNTRY 122222

heled 1 = Active account matches

*x 0 = Closed account matches

heled 0 = Non-Member matches
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