Downloading OFAC
File Lists for the
CU*BASE Data Match
System

For Self-Processing Credit Unions
ONLY

INTRODUCTION

This booklet describes how self-processing credit unions can download the
“Specially Designated Nationals & Blocked Persons” (SDN) and “Palestinian
Liberation Council” (PLC) list published by the Office of Foreign Asset
Control (OFAC).

Repeat this procedure every time you wish to refresh the OFAC files. This
can be done using any schedule you wish (such as once a month), according
to your internal policies and examiner requirements.
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TASK 1 - DOWNLOAD FIELD DEFINITION
FILES (*.FDF)

This task needs to be completed only once.

In order for you to upload files from the PC to the iSeries, four “field
definition file” (*.FDF) text files are required to define the exact field lengths
in the files to be uploaded:

SDN.FDF
ALT.FDF
PLC_PRIM.FDF
PLC_AKA.FDF

* & o o

The files can be downloaded on the Reference Materials page of our website
(look under “O”): http://www.cuanswers.com/client reference.php

IMPORTANT: These files need to be saved in the same
location where the files downloaded from the OFAC web
site will be stored in Tasks 2 and 3, described below. A
common location is C:\OFAC or a comparable location on a
shared network drive.

Downloading the OFAC File (For Self Processors ONLY)



TASK 2 - DOWNLOAD THE SDN LIST TO

APC

This task pulls the most recent SDN list from the OFAC web site to your
local PC. (These instructions should be completed by someone comfortable
using an Internet connection as well as using Windows Explorer to locate

and launch files.)

1. Launch an Internet session and go to the following address:

http:/ /www.treas.gov/offices/enforcement/ofac/sdn/sdallw32.exe

File Download - Security Warning

Do you want to run or save this file?

Mame: sdallw32 exe
Type: Application, 2.60 ME

Fram: ww, treas, gov

Fiun ] [ Save ] I Cancel

@ “While files fram the Intemet can be useful, this file type can

Tun of save this sofiware. What's the risk?

potentially harm your computer. [f you do not trust the source, do not

2. When the dialog box appears, click Save As.

Save As
Savein: || OFAC v
Y T sdallwzz. exe
tdy Recent
Documents
?_.%%
Desktop

My Documents

—
|
58
My Camputer
‘_} File name:
-
My Metwork Save az type: Application

PIX]

Save

3. Navigate to your desired location (such as C:\OFAC) and click Save
again to begin the download. (If you have performed this same download
before, you will be asked if you wish to replace the existing file; choose

Yes.)
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CU*TIP: Remove the
checkmark from this
box so that you can
proceed directly to
unzipping the file.

11% of sdallw32.exe Completed

«

Saving:
sdallw32.exe from www treas.gay

Estimated time left 3 sec (1.59 ME of 2.60 MEB copied)
Download ta: CAOFAC sdallw3z.exe
Transfer rate: 269 KB/Sec

[ Clase this dislog box when download completes

Cancel

4. After the download is complete, the Download Complete window will

appear:
Download complete E||E|E|
B

= Download Complete

Saved:

sdallw3Z.exe from wi treas, gov

[ |
Downloaded: 2,60 MB in 10 sec

Download to: COFAC sdallw3z. exe

Transfer rate: 266 KBfSec

[[] Close this dislog box when download completes

[ Run ] [ Open Folder ] [ Cloze I

NOTE: If the window closes after the download is complete,
use Windows Explorer to locate the sdallw32.exe file just
downloaded. Double-click to launch the file then proceed.

Click Run.

Internet Explorer - Security Warning F§|

The publisher could not be verified. Are you sure you want to run this
software?

Name: sdallwz.exe

Publisher: Unknown Publisher

Run ] [ Don't Run

should only run software from publishers you ktrust, How can I decide what

@ This file does not have a walid digital signature that verifies its publisher. You
software bo run?

When the Security Warning appears, click Run again.

WinZip Self-Extractor, - sdallw32.exe

Tounzip all files in sdalkw3Z. exe to the specified

! Ungzi
falder press the Unzip button. S

II =

X Run Wirgip
Unzip ta falder:

[cADFAC | [ Browse... |

Close

Abaout

Help

In the WinZip Self Extractor dialog box, specify a location where the final
unzipped files should be stored. (This will be the location from which the
files will be uploaded to the iSeries.) Either type the path or click the
Browse button and navigate to the desired location.
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7. Then click Unzip to extract the files.

WinZip Self-Extractor E|

28 file{s) unzipped successfully

8. Click OK when done, then close the WinZip Self Extractor dialog box.
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TASK 3 - DOWNLOAD THE PLC LIST TO
APC

This task pulls the most recent PLC list from the OFAC web site to your local
PC. (These instructions should be completed by someone comfortable using
an Internet connection as well as using Windows Explorer to locate and

launch files.)

1. Launch an Internet session and go to the following address:

http://www.treas.gov/offices/enforcement/ofac/programs/terror/ns/plcdat32.exe

File Download - Security Warning El

Do you want to run or save this file?

Mame: plcdak3z.exe
Type: Application, 100 K&

Fram: ww, treas, gov

Bun ] [ Save ] [ Cancel |

“While files fram the Intemet can be useful, this file type can
potentially harm your computer. [f you do not trust the source, do not
Tun of save this sofiware. What's the risk?

2. When the dialog box appears, click Save As.

Savein | [ OFAC - O &
Y T pledataz exe
4 f} Dsdallwiz.exe
tdy Recent
Documents
?_.%
Desktop

My Documents

—
58
My Camputer
‘_} File name: lcdat32. exsl v
5
My Metwark Save as bype: Application -

3. Navigate to your desired location (such as C:\OFAC) and click Save
again to begin the download. (If you have performed this same download
before, you will be asked if you wish to replace the existing file; choose

Yes.)

4. After the download is complete, the Download Complete window will
appear:
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http://www.treas.gov/offices/enforcement/ofac/programs/terror/ns/plcdat32.exe

Download complete

v

= Download Complete

Saved:
pledat32, exe from www treas.gay

Downloaded: 100 KBin 1 sec
Download ta: CAOFACpledat3z.exe
Transfer rate: 100 KBfSec

[CIiCloz= this dislog bow when download completes

[ Bun ] [ Open Folder I [ Claze I

NOTE: If the window closes after the download is complete,
use Windows Explorer to locate the sdallw32.exe file just
downloaded. Double-click to launch the file then proceed.

Click Run.

Internet Explorer, - Security Warning El

The publisher could not be verified. Are you sure you want to run this
software?

Mame: plcdat3z.exe

Publisher: Unknown Publisher

Run ] [ Don't Run

This file does nok have a walid digital signature that verifies its publisher. ¥ou
should anly run software from publishers you krust, How can I decide what
software to runy?

When the Security Warning appears, click Run again.

WinZip Self-Extractor, - pledat32.exe

Tounzip all files in pledat32. exe to the specified
falder press the Unzip button.

Unzip ta falder:
|C:\DFAC | [ Browse... ] [ Close ]
Oivenarite files without prompting -m

In the WinZip Self Extractor dialog box, specify a location where the final
unzipped files should be stored. (This will be the location from which the
files will be uploaded to the iSeries.) Either type the path or click the
Browse button and navigate to the desired location.

Then click Unzip to extract the files.

WinZip Self-Extractor, g|

5 file{s) unzipped successfully

Click OK when done, then close the WinZip Self Extractor dialog box.
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TASK 4 - UPLOAD THE PC FILES TO

YOUR ISERIES

This task takes all of the files created in Tasks 2 and 3 and moves them from
your PC to the proper location on your iSeries.

1. Log in to CU*BASE and navigate to the MNFILE menu

2. Choose option 2 “File Upload (PC to iSeries)”

SDN Primary Names

3. In the Data Transfer dialog box, enter the following settings:

8 Data Transfer To iSeries

File wiew Tools Help

A5 E g =

FC

File name:

iSeries

CHOFACKSDM.FF

Browse. .

Syster

|WESCPHDD.CUBASE.DHG

Library/File[Member]:

=

CUBASEFILE/OFACSDN

Transfer data to iSeries |

Option

Instructions

PC File name

Enter the complete path where the downloaded files were
extracted and the following file name:

SDN.FF

iSeries System

Choose your iSeries name

Library/File(Member)

Enter the following: CUBASEFILE/OFACSDN

Click the Details button.

In the iSeries File Details dialog box, enter the following selections:
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iSeries File Details

PC file
[¥ Use PC file description
File name: |C:\DFAC\SDN.FDF Browse...
| |
Translate from: | ASCII | toserver data
iGefies file
Create iSeries object: ‘No, replace member only j
|
(o) i
| [
[ =
| Il
|
Ok | Cancel | Help
Option Instructions
Use PC file M (checked)
description
File name Enter the complete path where the downloaded files were

extracted and the following file name:

SDN.FDF

Translate from

ASCII

Create iSeries object

No, replace member only

6. Then click OK to save the settings and return to the previous dialog box.

7. Click Transfer data to iSeries to begin the upload.

8. When the upload has completed, a confirmation box will appear showing
the number of records transferred. Click OK to return to the Data

Transfer dialog box.

HINT: You can save this transfer request so that you do not
need to enter all of the specifications the next time an
upload is performed. In the Data Transfer dialog box,
choose File, Save As... and specify a name and location for
the transfer request. Next time, simply use File, Open and
select the saved request to use the same settings again.

SDN Alternate Names

9. Return to the Data Transfer dialog box and enter the following settings:
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-8 Data Transfer To iSeries
File Wiew Tools Help

2 dE 3
PC
File name: CAOFACNALT.FF Browse...
iSeries
System: |WESCPHDD.CUBASE.DHG ﬂ

Libram/File(td ember]:

CUBASEFILE/DFACALT Browss. ..

Transfer data to iSeres |

Option Instructions
PC File name Enter the complete path where the downloaded files were
extracted (step 8 of Task 2) and the following file name:
ALT.FF
iSeries System Choose your iSeries name
Library/File(Member) | Enter the following: CUBASEFILE/OFACALT

10. Click the Details button.

11. In the iSeries Details dialog box, enter the following selections:

iSeries File Details

FC file
[¥ Use PC file description
File name: |C:\DFAC\ALT.FDF Browse. ..
| |
Translate from: ’h‘ to server data
——
iSeries file
Create iSeries object: ‘Nu, replace member only j
|
O T
| [ere
2 =
\ |
|
Ok | Cancel | Help
Option Instructions
Use PC file M (checked)
description
File name Enter the complete path where the downloaded files were
extracted and the following file name:
ALT.FDF
Translate from ASCII
Create iSeries object No, replace member only
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12. Then click OK to

save the settings and return to the previous dialog box.

13. Click Transfer data to iSeries to begin the upload.

14. When the upload has completed, a confirmation box will appear showing
the number of records transferred. Click OK to return to the Data
Transfer dialog box.

HINT: Remember that you can also save this transfer
request so that you do not need to enter all of the
specifications the next time this particular upload is
performed.

PLC Primary Names

15. In the Data Transfer dialog box, enter the following settings:

‘¢ Data Transfer To iSeries E”Elgl

File Wiew Tools Help

=== =

FC

Series

File name, CADFACNPLC_PRIM.CSY Bravsse...

Library/File(Member]:

System: [WESCPROD.CUBASE DRG ~|

CUBASEFILE/OFLCP

Transfer data to iSeres

Option

Instructions

PC File name

Enter the complete path where the downloaded files were
extracted and the following file name:

PLC_PRIM.CSV

iSeries System

Choose your iSeries name

Library/File(Member) | Enter the following: CUBASEFILE/OPLCP

16. Click the Details

button.

17. In the iSeries File Details dialog box, enter the following selections:
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iSeries File Details
PC file
[¥ Use PC file description

File name: |C:\DFAC\PLC_F'FHM.FDF Browse...
| |

Translate from: ASCI | toserver data

iGefies file

Create iSeries object: ‘ Mo, replace member only j

\

R

\ E
\

Ok | Cancel | Help

Option Instructions

Use PC file M (checked)
description

File name Enter the complete path where the downloaded files were
extracted (step 8 of Task 2) and the following file name:

PLC_PRIM.FDF

Translate from ASCII

Create iSeries object No, replace member only

18. Then click OK to save the settings and return to the previous dialog box.
19. Click Transfer data to iSeries to begin the upload.

20. When the upload has completed, a confirmation box will appear showing
the number of records transferred. Click OK to return to the Data
Transfer dialog box.

HINT: Remember that you can also save this transfer
request so that you do not need to enter all of the
specifications the next time this particular upload is
performed.

PLC Alternate Names

21. In the Data Transfer dialog box, enter the following settings:
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22.
23.

-8 Data Transfer To iSeries

File Wiew Tools Help

25 WE 3

[FC

File name:

iSeries

CHOFACKPLE_akA CSY

Brawse. .

System:

Libram/File(td ember]:

|WESCPHDD.CUBASE.DHG

= |

CUBASEFILE/OPLCA

Browse...

Transfer data to iSeres |

Option

Instructions

PC File name

Enter the complete path where the downloaded files were
extracted (step 8 of Task 2) and the following file name:

PLC_AKA.CSV

iSeries System

Choose your iSeries name

Library/File(Member)

Enter the following: CUBASEFILE/OPLCA

Click the Details button.

In the iSeries File Details dialog box, enter the following selections:

iSeries File Details

PC file
[¥ Use PC file description

File name: |C:\DFAC\PLC_AKA.FDF Browse...
Translate from: | ASCI | toserver data
iGeries file

Create iSeries object: ‘Nu, replace member only j

O T
|
2 =
\ |
|
Cancel | Help
Option Instructions
Use PC file M (checked)
description
File name Enter the complete path where the downloaded files were

extracted (step 8 of Task 2) and the following file name:
PLC_AKA.FDF

Translate from

ASCII

Create iSeries object

No, replace member only

Downloading the OFAC File (For Self Processors ONLY) ik}




24. Then click OK to save the settings and return to the previous dialog box.
25. Click Transfer data to iSeries to begin the upload.

26. When the upload has completed, a confirmation box will appear showing
the number of records transferred. Click OK to return to the Data
Transfer dialog box.

HINT: Remember that you can also save this transfer
request so that you do not need to enter all of the
specifications the next time this particular upload is
performed.

27. When the final upload is complete, close the Data Transfer dialog box.

You are now ready to run the data match report, as described in the
separate booklet, “Using the CU*BASE Data Match System for OFAC
Compliance.”
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